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[bookmark: _Toc160615383]Introduction
The MEDITI3G Testing effort entails multiple verification and test activities, some occurring repeatedly across the System Development Lifecycle (SDLC).  
[bookmark: _Toc1596188][bookmark: _Toc1596459][bookmark: _Toc1596730][bookmark: _Toc1650705][bookmark: _Toc1721319][bookmark: _Toc1724615][bookmark: _Toc1730511][bookmark: _Toc1596189][bookmark: _Toc1596460][bookmark: _Toc1596731][bookmark: _Toc1650706][bookmark: _Toc1721320][bookmark: _Toc1724616][bookmark: _Toc1730512][bookmark: _Toc160615384]Purpose
The Testing Document provides a comprehensive description of MEDITI3G Project test activities. 
[bookmark: _Toc160615385]Scope 
The Testing Document provides oversight and coordination across MEDITI3G test activities. Actual management of the MEDITI3G activities is provided by PRMP and MEDITI3G stakeholder group(s) contracted to perform those test activities. 
Performance of specific MEDITI3G test activities is managed by the MEDITI3G Project stakeholders contracted to conduct those test activities and provide related deliverables. 
This document establishes how PRMP and the MEDITI3G vendors coordinate, monitor, and audit test activities.  
[bookmark: _Toc3897531]Figure 1: Relationship of the MEDITI3G Master Test Strategy to Other MEDITI3G Project Test Plans and Artifacts
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[bookmark: _Toc160615386]
MEDITI3G Project Test Stakeholders and RACI (Responsible, Accountable, Consulted, Informed)
The MEDITI3G Project stakeholders are:
PRMP (the client)
DDI SI vendor
SI DDI vendor’s subcontractors
PMO Vendor

[bookmark: _Toc160615387]MEDITI3G Project Test Oversight 
The PRMP has contracted oversight of the MEDITI3G Project overall test effort with the MEDITI3G PMO. The MEDITI3G PMO has developed this document, the MEDITI3G system Testing Document, to specify the oversight of the MEDITI3G Project’s test activities.

[bookmark: _Toc160615388]MEDITI3G Project Test Effort and Test Activities
The MEDITI3G PMO developed the MEDITI3G Testing Document to specify the oversight of MEDITI3G Project test activities.
The MEDITI3G Testing Document defines MEDITI3G Project test activities and processes. The MEDITI3G Project’s test approach reflects the SI DDI vendor’s hybrid waterfall/agile waterfall iteration based SDLC and involves MEDITI3G system verification/test activities including:
Data Conversion testing, to verify complete and proper conversion of PRMP historical eligibility data
Test-Driven Development (TDD), via JUnits, at the MEDITI3G source code module level (sample/audit status review only)
Integration testing of MEDITI3G components/subsystems functionality
Integration testing of MEDITI3G interfaces, between PRMP trading partners/other systems and the MEDITI3G system
SIT, as part of the SI DDI vendor’s SDLC
MEDITI3G system Section 508/ADA testing 
MEDITI3G system Localization (Translation) Verification 
MEDITI3G system release/deployment process support:
(Automated) Regression testing
Smoke testing for MEDITI3G system deployments into MEDITI3G technical environments
Security testing for MEDITI3G security Functional requirements 
 PRMP MEDITI3G UAT
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[bookmark: _Toc160615396]MEDITI3G Verification/Test Strategy
[bookmark: _Ref1652815][bookmark: _Toc160615397]Verification/Test Strategy
The MEDITI3G Project’s overall testing strategy targets verifying the MEDITI3G Project:
Functional requirements via the defined MEDITI3G testing activities, per the MEDITI3G Project Integrated Master Schedule (IMS)
SI DDI vendor’s testing activities that support effective operation of, and timely “build” deliveries from, the MEDITI3G SDLC process
For more information on MEDITI3G Project requirements verification, refer to the MEDITI3G RMP.
[bookmark: _Ref1652372][bookmark: _Ref1680114][bookmark: _Toc160615398]MEDITI3G Test Activity Definitions/Descriptions
The MEDITI3G Project’s overall test strategy reflects the SI DDI vendor’s hybrid waterfall/agile waterfall iteration based SDLC approach, utilizing:
Data Conversion testing, to verify complete and proper conversion of PRMP historical eligibility data
Code reviews
Test-Driven Development (TDD), via JUnits, at the MEDITI3G source code module level
Integration testing of MEDITI3G components/subsystems functionality
Integration testing of MEDITI3G interfaces, between PRMP trading partners/other systems, and the MEDITI3G system
SIT, as part of the SI DDI vendor’s SDLC
MEDITI3G system release/deployment process support:
(Automated) Regression testing
Smoke testing for MEDITI3G system deployments into MEDITI3G technical environments
Security testing for MEDITI3G security functional requirements 
MEDITI3G Usability/Section 508 testing
MEDITI3G system Localization (Translation) Verification
PRMP MEDITI3G UAT



The following sections provide specific operational definitions of the above MEDITI3G test activities. These definitions reflect MEDITI3G requirements and SI DDI vendor-provided descriptions of the MEDITI3G SDLC and/or DDI test/evaluation processes. 
[bookmark: _Toc160615399]Code Reviews
[bookmark: _Toc3897496]Table 1: MEDITI3G Verification Description: Code Reviews
	Attribute
	Description

	Goal
	Verify all MEDITI3G system custom-configured features and custom-developed software satisfies all DDI SI vendor’s software design, coding, and naming standards/checklists

	MEDITI3G Implementation & Technical Requirements
	I4-DD-030
Source Code Reviews in SI DDI vendor’s RFQ Response (pg. 306)
QA/Peer Reviews in SI DDI vendor’s SDLC Approach Plan (pg. 3)

	Environment
	N/A

	Resources Used
	Static Analyzer Tools
This section will be updated in the next version of the Testing Document.

	Artifacts
	Completed SI DDI standards/QC checklists
Located in a TBD repository; RedMane to update by 4/30/19.

	PRMP Oversight
	No formal oversight: MEDITI3G PMO Test Manager reviews sample checklists to familiarize with SI DDI vendor’s code review process

	Entry Criteria
	N/A

	Test Techniques
	Small-group review of all MEDITI3G system custom-configured features and custom-developed software to verify satisfaction of pertinent SI DDI QC checklists

	Exit/Acceptance Criteria
	All assigned QC checklists successfully complete, per SI vendor QC


[bookmark: _Toc160615400]Unit Test: JUnits 
[bookmark: _Toc3897497]Table 2: MEDITI3G Test Activity Description: Unit Test (JUnits)
	Attribute
	Description

	Goal
	Verify that all code-reviewed custom-configured and custom-developed MEDITI3G system software modules and files function completely and correctly at the module level

	MEDITI3G Implementation & Technical Requirements
	I6-TR-009    I6-TR-015    I6-TR-016    I6-TR-017 
This section will be updated in the next version of the Testing Document. 

	Environment
	Development

	Resources Used
	1. SI vendor’s MEDITI3G system Unit Test Plan (PRMP reviewed)
MEDITI3G PMO sample/audit status review
Jenkins automated build tool; provides JUnit result log files
“Code Compliance” projects: Code Compliance Build, Find Bugs, Checkstyle, Documentation Check, Check SQL
This section will be updated in the next version of the Testing Document.

	Artifacts
	JUnit code files (Critical, Non-Critical) Located: in SVN 
JUnit result log files

	PRMP Oversight
	MEDITI3G PMO Test Manager:
1. Reviews/audits:
MEDITI3G system Unit Test Plan 
Sample reviews/audits:
0. JUnit source code files 
Jenkins automated build log files

	Test Activity 
Entry Criteria
	1. 100% coverage/satisfaction of traced MEDITI3G requirements above
Successful completion of code reviews, per SI DDI QC, for pertinent MEDITI3G system source code modules or Curam files (MEDITI3G PMO sample reviews/audits only)
JUnit coverage of 80%+ of MEDITI3G Project custom-developed source code and/or custom-configured Curam files, per the SI DDI coverage analysis tool
(scope: all VIBES code files, all MEDITI3G custom code files)

	Test Techniques
	Automated complete execution of the MEDITI3G system JUnit test suite via Jenkins, for each DDI “nightly deploy” cycle

	Test Activity Exit/ Acceptance Criteria
	1. 100% Pass for all MEDITI3G JUnits (Critical, Non-Critical) and Code Compliance projects in “nightly deploy” build (MEDITI3G PMO sample reviews/audits only)
2. Review/Concurrence by MEDITI3G PMO Test Manager


[bookmark: _Toc160615401]Integration Test: Interfaces
[bookmark: _Toc3897498]Table 3: MEDITI3G Test Activity Description: Interface Integration
	Attribute
	Description

	Goal
	Verify correct operation of unit-test verified MEDITI3G system interfaces, at the individual interface/component level. Includes:
Confirmation of all ICD specified:
Valid data formats, transaction types, and valid data ranges
Responses to invalid data formats, transaction types, and valid data ranges
Interface operational robustness against unspecified inputs

	MEDITI3G Implementation & Technical Requirements
	I4-DD-021    I4-DD-029
I6-TR-004     I6-TR-009
G4-II-038     G4-II-039
G7-IL-001     G7-IL-002     G7-IL-003     G7-IL-004     G7-IL-006     G7-IL-007     G7-IL-009     G7-IL-010     G7-IL-011     G7-IL-012     G7-IL-014     G7-IL-015     G7-IL-017     G7-IL-018     G7-IL-019     G7-IL-020     G7-IL-021     G7-IL-022     G7-IL-023     G7-IL-024
G7-IL-025
T3.1.26 


	Environment
	Interface (dedicated test configuration), per MEDITI3G G4-II-038

	Resources Used
	1. SI vendor’s MEDITI3G system Interfaces Test Plan (PRMP reviewed/approved) 
1. Individual Interface Control Documents (ICD)
Interface-specific test data sets 
PRMP Data Governance guidance for listed MEDITI3G data items
JIRA repository
Tool: Notepad++: to view MEDITI3G interface file layouts
Tool: SOAP UI: to interact with/test web services 
Tool: DB Visualizer: for ad hoc queries of test databases

	Artifacts
	1. Interface test case specifications or design artifact(s)
Complete/Reviewed/Approved interface test cases, with automated test files, where pertinent; located in JIRA
Designated set of test data pertinent to interface test cases
Interface test case: 
0. Execution records
Results (i.e., Pass/Fail)
Results files or other outcome support evidence (e.g., output files, and/or other execution outputs)
Anomaly/defect entries in the MEDITI3G defect management tool

	PRMP Oversight
	PRMP Data Governance Manager and MEDITI3G PMO Test Manager:
1. Reviews/audits/recommends approval of MEDITI3G Interface Test Plan
Review/audit individual-interface:
0. Test case specifications
Test cases, including automated test files
Test case execution records
Test results, results files/other supporting test outcome evidence
Monitors interface test:
0. Timely progress per MEDITI3G Project Schedule
Related defects (severity levels, discovery rate, resolution rate)

	Test Activity 
Entry Criteria
	1. 100% Coverage/satisfaction of traced MEDITI3G requirements above
Interface technical environment properly prepped with test data for the interface test cases
Per individual interface, 100% Pass for all pertinent MEDITI3G JUnits Code Compliance projects in the “nightly build”
100% of interface-specific test cases in “Ready-to-Execute” metric status

	Test Techniques
	Manual and/or automated execution of the MEDITI3G individual-interface test cases, per the SI DDI vendor’s interface test schedule, verifying correct data transmittal and correct interface operations status reporting

	Test Activity Exit/Acceptance Criteria
	Per individual MEDITI3G system interface:
1. 100% execution of all scheduled interface-integration test cases, as technically specified 
100% Pass rate for all executed interface-integration test cases
Recommendation for approval by SI DDI Test Manager or authorized Lead
Review/Concurrence by PRMP Data Governance Manager and MEDITI3G PMO Test Manager


[bookmark: _Toc160615402]Integration Test: Components
[bookmark: _Toc3897499]Table 4: MEDITI3G Test Activity Description: Component Integration
	Attribute
	Description

	Goal
	Verify correct component-level integration/operation of unit-test verified MEDITI3G system components. Activity is required to follow a:
MEDITI3G component/subsystem “integration tree” showing 
the sequence of component integrations within the MEDITI3G Integration Test Schedule (ref I6-TR-002)

	MEDITI3G Implementation & Technical Requirements
	I4-DD-029
I6-TR-002     I6-TR-004     I6-TR-009
T3.1.26 
The Component Integration test activity process is referenced in Integration test process document.  

	Environment
	Development

	Resources Used
	1. MEDITI3G system Component Integration Test Plan (PRMP reviewed/approved)
MEDITI3G system component-level integration design contents
Designated test data appropriate for the component-level integration test cases
JIRA repository
Tool: DB Visualizer for ad hoc queries of test databases
Tool: SOAP UI: to interact with/test web services 

	Artifacts
	1. Component-level integration test case specifications or design artifact(s)
Completed/reviewed/approved component-level integration test cases, including automated test files, where pertinent; located in JIRA 
Component-level integration test case: 
a. Execution records
b. Results (i.e., Pass/Fail)
c. Results files or other outcome support evidence (e.g., output files, and/or other execution outputs)
Anomaly/Defect entries in the defect management tool

	PRMP Oversight
	MEDITI3G PMO Test Manager:
1. Reviews/audits/recommends approval of MEDITI3G Component Integration Test Plan
Reviews/Audits component-integration:
0. Test case specifications
Test cases, including automated test files were pertinent
Test case execution records
Results, results files/other supporting test outcome evidence
Monitors component-integration test:
0. Timely progress per MEDITI3G Project Schedule
Related defects (severity levels, discovery rate, resolution rate)

	Test Activity 
Entry Criteria
	1. 100% coverage/satisfaction of traced MEDITI3G requirements above
Test environment properly prepped with test data for the integration test cases
Per integrated component, 100% Pass for all pertinent MEDITI3G JUnits Code Compliance projects in the “nightly build”
100% of pertinent MEDITI3G component integration test cases in “Ready-to-Execute” metric status

	Test Techniques
	Manual and/or automated execution of the MEDITI3G component integration test cases, per the SI DDI vendor’s integration test schedule, verifying correct component

	Test Activity Exit/Acceptance Criteria
	1. 100% execution of all slated component integration test cases, as technically specified and scheduled
100% Pass rate for all executed all component integration test cases
Recommendation for approval by SI DDI Test Manager or authorized Lead
Review/Concurrence by MEDITI3G PMO Test Manager


[bookmark: _Toc160615403]System Integration Test 
[bookmark: _Toc3897500]Table 5: MEDITI3G Test Activity Description: SIT
	Attribute
	Description

	Goal
	Verify the correct technical operation of successfully component integration-tested, interface integration-tested MEDITI3G system functionality, per the MEDITI3G functionality requirements and MEDITI3G Joint Application Design (JAD) sessions input guidance

	MEDITI3G Implementation & Technical Requirements
	I3-TE-002
I4-DD-029   
I6-TR-003     I6-TR-004     I6-TR-006     I6-TR-008     I6-TR-009     I6-TR-010     I6-TR-011     I6-TR-012     I6-TR-013     I6-TR-014     I6-TR-015     I6-TR-016     I6-TR-017     I6-TR-018     I6-TR-019
T3.1.26 
The SIT activity process requirements trace will be updated in the next version of the MEDITI3G Testing Document.

	Environment(s)
	System Integration Test (SIT) 1
System Integration Test (SIT) 2 (elapsed time-based testing only)

	Resources Used
	1. MEDITI3G system functionality requirements
MEDITI3G system JAD sessions input guidance
SI vendor’s MEDITI3G SIT Test Plan (PRMP reviewed/approved)
Designated test data appropriate for the SIT test cases
JIRA repository
Tool: Ranorex: COTS graphical user interface (GUI)-based automated functional test tool 
End-user desktop platforms, as specified for MEDITI3G end users

	Artifacts
	1. SIT test case specifications or design artifact(s)
Completed/Reviewed/Approved manual SIT test cases; located in JIRA
Fully developed, verified automated SIT test cases; located in Ranorex
SIT test case: 
0. Execution records
Results (i.e., Pass/Fail)
Results files or other outcome support evidence (e.g., output files, and/or other execution outputs)
Anomaly/Defect entries in the MEDITI3G defect management tool

	PRMP Oversight
	MEDITI3G PMO Test Manager:
1. Reviews/audits/recommends approval of MEDITI3G SIT Test Plan
Reviews/Audits SIT test case:
0. Specifications
Execution records
Results, results files/other supporting test outcome evidence
Monitors SIT:
0. Timely progress per MEDITI3G Project Schedule
Related defects (severity levels, discovery rate, resolution rate)

	Test Activity 
Entry Criteria
	1. 85% coverage/satisfaction of traced MEDITI3G requirements above
PRMP Security Officer authorization for ongoing SI vendor DDI use of automated functionality test tools
All test tool operations/test execution occurs per pertinent PRMP SSP controls 
Test environment properly prepped with test data for the SIT test cases
In the MEDITI3G system “build” under test, for all:
0. MEDITI3G JUnits Code Compliance projects in the “nightly build”: 100% Pass rate 
Active interfaces: 85% Pass rate for all interface integration test cases 
Integrated components: 85% Pass rate for all component integration test cases 
MEDITI3G SIT test cases scheduled for execution are in “Ready-to-Execute” metric status

	Test Techniques
	Scheduled manual/automated execution of the MEDITI3G SIT test cases, per the SI DDI vendor’s SIT schedule
Separately, repeated execution of designated MEDITI3G SIT test cases in the SIT 2 environment, while varying the SIT 2 calendar date settings to mimic elapsed time to support SIT testing

	Test Activity Exit/Acceptance Criteria
	1. Sufficient level of successful data conversion to support acceptance of SIT, per the PRMP Project Manager and PRMP Data Governance Manager
100% traceability coverage for all MEDITI3G system functionality requirements to MEDITI3G SIT test cases 
100% execution of all scheduled, traced SIT test cases
100% Pass rate for all executed SIT test cases
100% resolution for all MEDITI3G defects, Severity Levels 1, 2, 3
Recommendation for approval by SI DDI Test Manager or authorized Lead
Review/Concurrence by MEDITI3G PMO Test Manager 
PRMP may, at its discretion, approve documented waiver requests regarding Exit Criteria.


[bookmark: _Toc160615404]Regression Test
[bookmark: _Toc3897501]Table 6: MEDITI3G Test Activity Description: Regression Testing (SDLC Support)
	Attribute
	Description

	Goal
	Ongoing testing to support MEDITI3G SDLC operations, involving all MEDITI3G test activity types (requirement I6-TR-017), to confirm that MEDITI3G system functionality verified via SI DDI vendor test activities continue to operate correctly in all future MEDITI3G “build” deliveries

	MEDITI3G Implementation & Technical Requirements
	I4-DD-029
I6-TR-003     I6-TR-004     I6-TR-008     I6-TR-009     I6-TR-010     I6-TR-015     I6-TR-018     I6-TR-019
T3.1.26
T7.11 


	Environment(s)
	Depends on the MEDITI3G test activity involved in Regression testing:
Development
System Integration Test (SIT) 1 
System Integration Test (SIT) 2 (elapsed time testing only)

	Resources Used
	1. MEDITI3G system Regression Test Plan 
Pertinent types of MEDITI3G test cases:
0. JUnit test cases (required)
Interface-integration test cases (where required)
Component-integration test cases (where required)
SIT test cases (where required)
Usability/Section 508 test cases (where required)
Localization test cases (where required)
Security test cases (where required)
Performance test cases (where required)
Disaster Recovery test cases (where required)
Pertinent MEDITI3G test data
JIRA repository
Tool: Ranorex: GUI-based automated functionality test tool 

	Artifacts
	1. Required artifacts reflect the types of test cases being used for Regression testing:
0. Updated test case designs (as needed)
Updated reviewed/approved test cases (as needed)
Test case execution records
Test results (i.e., Pass/Fail)
Test results files or other outcome support evidence (e.g., output files, and/or other execution outputs)
Anomaly/Defect entries in the defect management tool

	PRMP Oversight
	MEDITI3G PMO Test Manager:
1. Reviews/Audits MEDITI3G Regression test case list: 
0. Test case execution records (sample audit)
Test results (i.e., Pass/Fail) (sample audit)
Results files or other outcome support evidence (e.g., output files, and/or other execution outputs) (sample audit)

	Test Activity 
Entry Criteria
	1. Satisfaction of all MEDITI3G test activity types of entry criteria pertinent to Regression testing the pending MEDITI3G “build” 
For each MEDITI3G system “build” pending Regression testing:
0. Prior written notice from the SI DDI Development Team listing the updates being provided, including defect repairs
All listed MEDITI3G defects are MEDITI3G defect resolution life cycle 
All MEDITI3G Regression test cases scheduled for execution are in “Ready-to-Execute” metric status
Sufficient test data to support all MEDITI3G Regression test cases being executed

	Test Techniques
	Manual and automated execution of the MEDITI3G Regression test cases, per the SI DDI vendor’s waterfall iteration-related Regression test schedule

	Test Activity Exit / Acceptance Criteria
	1. 100% execution of all scheduled, MEDITI3G Regression test cases
100% Pass rate for all executed MEDITI3G Regression test cases
Recommendation for approval by SI DDI Test Manager or authorized Lead
Review/Concurrence by MEDITI3G PMO Test Manager


[bookmark: _Toc160615405]Smoke Test
[bookmark: _Toc3897502]Table 7: MEDITI3G Test Activity Description: Smoke Testing (SDLC Support)
	Attribute
	Description

	Goal
	Ongoing testing to support the MEDITI3G SDLC “build” release/promotion/deployment process, involving a subset of MEDITI3G test Regression test cases to confirm that MEDITI3G system functionality continues to operate correctly at the subsystem/component level post-deployment to a MEDITI3G technical environment

	MEDITI3G Implementation & Technical Requirements
	I6-TR-003     I6-TR-004     I6-TR-008     I6-TR-009     I6-TR-010     I6-TR-023
T3.1.26 


	Environment(s)
	Depends on the MEDITI3G technical environment receiving the latest MEDITI3G “build”:
SIT 1/SIT 2 
UAT 1/UAT 2 
Training
Staging 
Production

	Resources Used
	1. MEDITI3G system Smoke Test Plan
Sufficient test data to fully execute all Smoke test cases

	Artifacts
	1. A “slate” of MEDITI3G Smoke test cases (subset of MEDITI3G Regression (SIT) test cases); located in JIRA
Smoke test case: 
0. Execution records
Anomaly/Defect entries in MEDITI3G “build” release/deploy notes

	PRMP Oversight
	MEDITI3G PMO Test Manager:
1. Reviews/Audits “slate” of Smoke test cases (sample audit)
Reviews/Audits Smoke test case:
0. Execution records (sample audit)
Monitors anomaly/defect entries in MEDITI3G “build” release/deploy notes

	Test Activity 
Entry Criteria
	1. 100% Pass rate for all MEDITI3G Regression test cases associated with the “build”
All MEDITI3G Smoke test cases scheduled for execution are in “Ready-to-Execute” metric status

	Test Techniques
	Scheduled manual execution of MEDITI3G System Smoke test cases, per the SI DDI vendor’s environment test protocol

	Test Activity Exit/Acceptance Criteria
	1. 100% execution of MEDITI3G Smoke test cases 
100% Pass rate for all executed MEDITI3G Smoke test cases
Recommendation for approval by SI DDI Test Manager or authorized Lead
Notification to MEDITI3G PMO Test Manager


[bookmark: _Toc160615406]Security Test
[bookmark: _Toc3897503]Table 8: MEDITI3G Test Activity Description: Security (Includes Vulnerability, Other Related Topics)
	Attribute
	Description

	Goal
	1. Verify MEDITI3G Project’s compliance with PRMP SSP security and privacy controls
Verify that all MEDITI3G Technical Environments comply with PRMP SSP security and privacy controls 
Verify that the MEDITI3G system boundary is secure against un-authorized access threats (vulnerability testing)
Verify the complete/correct implantation of the MEDITI3G system Role-Based Access Control (RBAC) scheme for assigning MEDITI3G end-user access to MEDITI3G system functional features

	MEDITI3G Implementation & Technical Requirements
	I4-DD-029     I4-DD-035
I6-TR-004      I6-TR-005      I6-TR-009     
G2-AC-001     G2-AC-002     G2-AC-003     G2-AC-004  
G2-AC-005     G2-AC-006     G2-AC-007     G2-AC-008
G2-AC-009     G2-AC-010     G2-AC-011     G2-AC-012 
G2-AC-013     G2-AC-014     G2-AC-015
G6-RS-001     G6-RS-003     G6-RS-004     G6-RS-005
G6-RS-007     G6-RS-008     G6-RS-009     G6-RS-010
G6-RS-015     G6-RS-026     G6-RS-037 


	Environment(s)
	All locations where MEDITI3G Security testing occurs or is supported:
Development
SIT 1 / SIT 2
UAT 1 / UAT 2 
Training
Staging
Production
External platforms supporting MEDITI3G vulnerability Security testing

	Resources Used
	1. PRMP’s SSP Section 14, Minimum Security Controls
NIST Standard 800-171
MEDITI3G System Security Test Plan (PRMP reviewed/approved)
External platforms for MEDITI3G Project security tools operation
MEDITI3G RBAC Scheme 
JIRA repository
Tool(s): MEDITI3G Project SI DDI vendor security testing tools
Designated set of test data appropriate for the security test cases

	Artifacts
	1. MEDITI3G system Security test case specifications or design artifact(s)
Completed/Reviewed/Approved Security test cases; located in JIRA (access limited to PRMP-authorized MEDITI3G Project staff)
Security test case: 
0. Execution records
Results (i.e., Pass/Fail)
Results files or other outcome support evidence (e.g., output files, and/or other execution outputs)
Anomaly/Defect entries in the defect management tool

	PRMP Oversight
	PRMP Security Officer:
1. Monitors MEDITI3G Project implementation of, and adherence to:
0. NIST Standard 800-171
SSP security and privacy controls
PRMP Security Officer and MEDITI3G PMO Test Manager:
1. Reviews/audits/recommends approval of MEDITI3G System Security Test Plan
Reviews/audits/recommends approval of MEDITI3G System Security test case:
0. Specifications
Execution records
Results, results files/other supporting test outcome evidence
Monitors MEDITI3G Security testing:
0. Timely progress per MEDITI3G Project Schedule
Related defects (severity levels, discovery rate, resolution rate)

	Test Activity 
Entry Criteria
	1. PRMP Security Officer verifications of MEDITI3G Project compliance with NIST Standard 800-171 and SSP security and privacy controls as regards: 
0. MEDITI3G technical environments
MEDITI3G security testing tools implementation and user-access authorizations
PRMP Security Officer-approved MEDITI3G System RBAC Scheme

Successful completion of MEDITI3G system:
0. Interface-integration testing
Component-integration testing
SIT
All MEDITI3G Security test cases scheduled for execution are in “Ready-to-Execute” metric status

	Test Techniques
	Manual and/or automated execution of the MEDITI3G Security test cases, per the SI DDI vendor’s test schedule

	Test Activity Exit / Acceptance Criteria
	1. 100% adherence and compliance with NIST Standard 800-171 and SSP security and privacy controls
100% execution of MEDITI3G system Security test cases 
100% Pass rate for all executed MEDITI3G system Security test cases
100% resolution for all MEDITI3G defects, Severity Levels 1, 2, 3.
Recommendation for approval by SI DDI Test Manager or authorized Lead
Review/Concurrence by PRMP Security Officer
Review/Concurrence by MEDITI3G PMO Test Manager


[bookmark: _Toc160615407]User Acceptance Test (UAT)
The UAT activity will be updated in the next version of the MEDITI3G Testing Document.
[bookmark: _Toc3897507]Table 9: MEDITI3G Test Activity Description: User Acceptance Test (UAT)
	Attribute
	Description

	Goals
	1. Verify that the MEDITI3G system’s subsystems and functionality satisfy PRMP’s business operations/work process requirements/end-user activity needs
Establish PRMP’s E&E end-user community familiarity and confidence in the MEDITI3G system 

	MEDITI3G Implementation & Technical Requirements
	I3-TE-002      I3-TE-006
I4-DD-029     I4-DD-035   
I6-TR-003     I6-TR-009     I6-TR-014     I6-TR-024     I6-TR-025     I6-TR-026
T3.1.26


	Environment(s)
	User Acceptance Test (UAT) 1
User Acceptance Test (UAT) 2 (elapsed time testing only)

	Resources Used
	1. MEDITI3G Project UAT Test Plan (PRMP reviewed/approved)
PRMP E&E process flows, drawn both from the SI DDI vendor’s RFQ response and PRMP’s eligibility processes
A test data set appropriate to conduct the UAT test cases
PRMP facilities, network/infrastructure, and end-user desktop platforms, consistent with those specified for MEDITI3G system end-user groups
PRMP Eligibility subject matter experts (SMEs) to staff the UAT Team

	Artifacts
	1. MEDITI3G UAT test case specifications or design artifact(s)
Completed/Reviewed/Approved UAT test cases; located in JIRA
UAT test case: 
0. Execution records
Results (i.e., Pass/Fail)
Results files or other outcome support evidence (e.g., output files, and/or other execution outputs)
Anomaly/Defect entries in the MEDITI3G defect management tool

	PRMP Oversight
	MEDITI3G Project stakeholders:
1. Review/Approve MEDITI3G UAT Test Plan
Monitor UAT test results
Monitor UAT timely progress per MEDITI3G Project Schedule
MEDITI3G PMO Test Manager:
1. Supports PRMP as regards:
0. Review/Acceptance of the MEDITI3G system UAT test environments
Selection, implementation, and readiness preparations for UAT test facilities, fixtures, infrastructure, and test PCs
Selection, training, and processes for PRMP’s UAT Team
Scheduling, execution, results capture, and reporting on UAT test cases
Reviews/Audits UAT:
0. Test case specifications
Test case execution records
Results, results files/other supporting test outcome evidence

	Test Activity 
Entry Criteria
	1. PRMP Security Officer verifications of MEDITI3G Project compliance with NIST Standard 800-171 and SSP security and privacy controls as regards: 
0. MEDITI3G technical environments
95% coverage/satisfaction of traced MEDITI3G requirements above
PRMP acceptance of the MEDITI3G UAT technical environments
UAT test facilities/fixtures/equipment are acquired and readied for use, including all processes 
 MEDITI3G system test case execution and pass rates as follows:
0. Interface test cases (100% Executed; 95% Pass)
Component Integration test cases (100% Executed; 100% Pass)
MEDITI3G SIT test cases (100% Executed; 100% Pass)
Security test cases (100% Executed; 100% Pass) I4-DD-035
100% resolution for all MEDITI3G defects, Severity Levels 1, 2; 
95% resolution for all MEDITI3G defects, Severity Level 3
Required test data set is deployed to the UAT environments
All MEDITI3G UAT test cases scheduled for execution are in “Ready-to-Execute” metric status

	Test Techniques
	Scheduled manual execution of the MEDITI3G UAT test cases, per the PRMP’s UAT schedule
Separately, repeated execution of designated MEDITI3G UAT test cases in the UAT 2 environment, while varying the UAT 2 calendar date settings to mimic elapsed time to support UAT testing

	Test Activity Exit/Acceptance Criteria
	1. 100% execution of MEDITI3G system Performance test cases 
100% Pass rate for all executed MEDITI3G Performance test cases
100% resolution for all MEDITI3G defects, Severity Levels 1, 2, 3
Recommendation for approval by MEDITI3G PMO Test Manager
Review/Concurrence by PRMP Project Manager and MEDITI3G Project stakeholders, including CMS
PRMP may, at its discretion, approve documented waiver requests regarding Exit Criteria.
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